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ARE YOU READY FOR GDPR?
A new report from software technology
firm Senzing has shown that both UK
and EU businesses have been slow to
get their houses in order ahead of the
introduction of new data protection rules.
Three in five organisations said they were
not yet ‘GDPR ready’, while a quarter
were deemed ‘GDPR at risk’, suggesting
that companies could potentially face
tens of billions in fines.
“Many businesses appear to be
sleepwalking towards a GDPR abyss,”
CEO and founder of Senzing, Jeff Jonas,
said.1
In this special edition of The Word, we
will try and answer your questions about
GDPR.

What is GDPR?
GDPR stands for the General Data
Protection Regulations. GDPR will
effectively replace our current data
protection legislation (the Data Protection
Act 1998)

GDPR comes into force
on 25th May 2018

What is the difference between
a data controller and data
processor?

a Data Protection Bill which effectively
reflects GDPR and will ensure that GDPR
still applies in the UK after Brexit.

Data controller: those collecting or
storing personal data

How does this affect my
business?

Data processor: those appointed to
process the data on behalf of the data
controller

If your business either controls or
processes relevant personal data, which
includes special categories of data, it
will need to ensure that it complies with
GDPR.

Why do we need new
regulations?
The use of personal data has increased
significantly over the past decades and
the commercial value that is attributed
to data has increased dramatically. The
current legislation was enacted before
the internet and cloud technology
created new ways of exploiting data,
and the GDPR seeks to address that. Its
aim is primarily to give individuals more
control over their data.

Will GDPR be affected by
Brexit?
The introduction of GDPR will not be
affected by Brexit because GDPR is
a regulation not a directive and will
therefore apply automatically. In any case,
the Government is currently progressing

Personal data is any information relating
to an identified or identifiable natural
person. It does not apply to information
relating to corporate bodies, legal entities
or a deceased person. Personal data can
be factual (for example, a name, email
address, location or date of birth) or an
opinion about that person’s actions or
behaviour.
Special categories of personal data
include information revealing racial
or ethnic origin, political opinions,
religious or similar beliefs, trade union
membership, physical or mental
health conditions, sexual life, sexual
orientation, biometric or genetic data,
and data relating to criminal offences and
convictions.

GDPR increases the powers of the
Information Commissioner’s Office (ICO)
and the sanctions that the ICO can
impose. The maximum current penalty
is £500,000 but this will go up to EUR20
million or 4% of a company’s worldwide
turnover, whichever is greater.
In addition, although the data controller
will still retain ultimate responsibility,
under GDPR the data processor
has more onerous expectations of
compliance and can be held liable for up
to half of the fine imposed on the data
controller.
1
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Source: People Management: Employers are ‘sleepwalking into GDPR abyss’, report warns (30 January 2018).
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What do I need to do to
be GDPR compliant?

Compliance with GDPR requires a
business wide effort to change an
organisations’ attitude and organisational
approach to data protection, privacy and
cyber security compliance.

There are two new key principles
introduced by GDPR:
1.

2.

The accountability principle
which makes controllers expressly
responsible for demonstrating that
they comply with the data protection
principles; and
The transparency principle which
means that individuals must be
made fully aware of how and why
the organisation is processing their
personal data.

The first thing is to review all the data
that you hold, including data relating to
customers/clients and employees, and
establish which (if any) lawful ground you
have for processing the data. Processing is
permitted where one or more legal grounds
are established:
1.

Consent

2.

Performance of a contract

3.

Compliance with a legal obligation

4.

Vital interests of the data subject

5.

Public interest

6.

Legitimate interests of the data
controller

Currently, there is an over-reliance on
consent because under existing data
protection laws it has been all too easy
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to obtain consent from individuals. This
will change with the introduction of
GDPR which makes it much harder for
organisations to be able to demonstrate
that they have obtained consent from
individuals in a GDPR-compliant manner.
Where an organisation relies on consent, it
must be:

• Freely given, no coercion or inequality of bargaining power (the
relationship between an employer
and an employee is seen as unequal)

• Specific and informed. The individual
must understand what they are being
asked to agree to

• Unambiguous indication of
individual’s wishes

• Clear affirmative action - positive
opt-in
Where an organisation relies on consent it
cannot rely on a failure to opt-out, default
setting or pre-ticked boxes.
The second thing is to establish what
you do with the data. Do you transfer the
data to a processor? Is that processor
based outside of the EU? How secure is
the transfer of the data? What contracts
do you have in place between you and
the processor? Where you transfer data
internationally you must ensure that there is
an adequate level of data security provided
by that country and that it has appropriate
safeguards in place.

Do I need to appoint a Data
Protection Officer?
It is only mandatory to appoint a DPO
if you are a public authority or if your
organisation’s core activities require regular
and systematic monitoring on a large scale
or involve processing special categories of
data and personal data relating to criminal
convictions and offences, on a large scale.
Therefore, it will not be mandatory for the
majority of smaller businesses to appoint
a DPO. However, it is sensible to appoint
one or more senior managers to have
overall responsibility for data protection
within your organisation in order to ensure
compliance is managed effectively.
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What rights do Individuals have in
relation to the data that I hold about
them?
Individuals have the following
rights:

What do I have to do if a data
breach occurs?

• The right to transparency

Data controllers, on becoming aware that
they have suffered a breach, must report
this to the Information Commissioner’s
Office (ICO) within 72 hours.

• The right to information and access
to personal data

• The right to rectification
• The right to erasure (the ‘right to be
forgotten’)

• The right to restriction of processing
• The right to data portability
• The right to object to processing
• Rights in relation to automated
decision taking

The obligation applies where the breach
is likely to result in a risk to the rights
and freedoms of individuals and if
unaddressed, such breach is likely to
have a significant detrimental effect on
individuals.
Some examples may include resulting
discrimination, damage to reputation,
financial loss, loss of confidentiality or
any other significant economic or social
disadvantage.
In these circumstances, the data
controller must also inform the individual
without undue delay.

A data processor must also report a
breach to a data controller without undue
delay.
However, as a controller, given that you
have responsibility to report a breach to
the ICO within 72 hours, you may wish
to include a contractual obligation for the
processor to inform you within 24 hours
of a breach to give you sufficient time to
establish if the breach is serious enough
to report to the ICO, within the 72 hour
time limit.

What are the penalties if I do
not comply with GDPR?
The supervisory authority with
responsibility for ensuring compliance
with data protection law in the UK is the
ICO.

Currently, if it finds that a
breach has occurred, the
ICO can issue fines of up
to £500,000. Under GDPR
these fines will increase to
EUR20 million or 4% of annual
worldwide turnover.

A key new principle of GDPR is that a
processor can be liable for up to half of
the fine imposed on the controller if they
are found to be partly responsible for the
breach.
However, the ICO has indicated that
issuing fines will continue to be used as
a last resort and top level fines will not
become the norm, in line with current
practice.
However, businesses need to also
consider the often very significant impact
on reputation where they get it wrong.
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What steps can I take now?
• Audit your data – what data do you
hold? Why do you hold it? What do
you do with it?

• Review where data is stored. If on the
cloud, where is that actually held?

• Go through databases – can you
demonstrate that the individual’s
details were collated in a GDPR
compliant manner? If not, you will
need to update your database

• Back up servers – what data are
you holding? Is there old data on
there which can now be deleted?
Don’t keep lots of data just in case;
remember two of the data protection
principles are data minimisation and
storage limitation

• Review and update IT systems

• Amend employment contracts and
employee handbooks

• Train staff in respect of their
obligations to ensure GDPR
compliance in the organisation

• Check your organisation’s
insurance policy cover (professional
indemnity insurance, cyber-security
insurance and/or directors’ and
officers’ liability insurance) for cover
for data protection risks

If you would like any further
information or support in GDPR
generally, or in any of the above
areas, please get in touch at

gdpr@woodfines.co.uk

• Review contracts with processors (or
controllers, if you are the processor)

• Review and update existing data
protection processes, policies and
procedures including cyber-security
policies, IT policies, privacy notices,
etc

Where can I get further information?
There are a number of useful guidance
documents on the ICO website.
The ICO has recently published guidance
specifically for small businesses and set
up a new advice service helpline for small
organisations.

It may seem as though many places
are offering advice on GDPR. However,
ours is different as in addition to written
support, we have experts ready to
support you and your business in the
following ways:

• Completing an audit of your data
• Updating your employee contracts
and handbook to reflect GDPR

• Drafting/updating privacy notices
• Delivering staff training on GDPR for

You can also find further
information on our website:

your business

• Drafting contracts between
controllers and processors

www.woodfines.co.uk/gdpr
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